








A comprehensive solution
you can start using today

TAC's wireless solution provides a full set
of capabilities for implementing a wireless
network solution in your building, including:

¢ A full line of wireless-enabled Andover
Continuum BACnet and Infinet control-
lers for controlling the largest to the
smallest applications - from chillers, cool-
ing towers, boilers and air handling units
to packaged HVAC units, heat pumps,
and fan coils units, to security applica-
tions (motion detection, glass break
detection, intrusion detection, etc.).

e A wireless adapter/repeater that allows
you to create a wireless mesh network
connecting BACnet or Infinet controllers.

¢ A powerful and graphical maintenance
tool that helps you manage and maintain
a stable and robust wireless network.

e CyberStation software to discover
wireless controllers and integrate them
seamlessly into an Andover Continuum
network.

READY WHEN YOU ARE

You can begin deploying TAC's wireless
solution whenever you're ready—to outfit
a new building with the most flexible
control network available, to improve cur-
rent control networks, or to phase in your
wireless applications as you go - one room,
area, floor or building at a time.

Whenever and wherever you start, you
gain the immediate benefits of a flexible,
easy-to-install, and easy-to-maintain wire-
less network.

Benefits of TAC's
wireless solution

Self-configuring. TAC wireless net-
works are self-configuring. One person
can walk around the building placing
controllers wherever needed. The wire-
less controllers then detect each other
and form a network automatically.

Self-healing. TAC's wireless solutions
are reliable, because there are no weak
links. If a device loses contact with one
neighbor, it simply finds another one to
“talk" to.

Reduced maintenance and life-cycle
costs. Wireless networks continue to
generate savings throughout their
life-cycle because they are so easy to
maintain, move or replace.

Seamless upgrades, transitions. You
can phase in TAC's wireless solution

as you're ready, seamlessly and easily.
A building undergoing floor plan or
other changes is an ideal opportunity to
install wireless devices.

Flexibility. Instead of placing controllers
where they are easy to wire, controllers
can be placed where they are actually
needed to adjust to changing floor
plans and to optimize building perfor-
mance.

Energy efficiency. Building owners are
free to place controls to achieve opti-
mum performance and comfort, and
fine-tune facilities for maximum energy
efficiency.

Andover Continuum Wireless Adapter

Wireless Adapters and Repeaters
are small, attractive and suitable for
mounting in the architectural space.




How TAC's

wireless solution works

The Andover Continuum Wireless Solution
uses a mesh network topology to achieve
both high reliability and easy installation and
maintenance. TAC's wireless adapters con-
nect easily to Andover Continuum'’s i2 Infinet
and BACnet™ controllers. The controls can
then be placed wherever needed and the
wireless network configures itself.

OPEN AND STANDARDS-BASED

TAC's wireless solution is based on leading
industry standards, in order to provide in-
teroperability and backward compatibility.

¢ BACnet. Andover Continuum'’s full fam-
ily of BACnet controllers conforms to the
ASHRAE standard 135-2004. Any one
of these devices can become part of a
wireless network, keeping your system
BACnet compliant while maintaining the
convenience of wireless.

e ZigBee. TAC's solution is based on the
same |EEE 802.15.4 standard that the
ZigBee Alliance is using in their evolving
standard.

@ ZigBed Alliance
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® 2.4 GHz frequency range. TAC's wireless
solution uses the 2.4 GHz frequency
range, the most globally compatible
frequency range for wireless
communications.

SUPERIOR WIRELESS NETWORK
PERFORMANCE

The mesh network topology used by TAC's
wireless solution is inherently reliable, since
there are no weak links. Each device has
multiple paths through which to com-
municate, so even if some connections are
down, the network keeps operating.

To increase network performance and reli-
ability even further, TAC uses “proactive dis-
covery," where the network configures and
reconfigures itself constantly, always search-
ing for and remembering optimal linkages.

WIRELESS MESH NETWORK

Each wireless device strengthens and adds to the mesh net-
work, passing along the data to the next nearest neighbor.

GRAPHIC DISPLAY AND CONTROL
Network display screens graphically present
the mesh network, all the devices in it, and
their connectivity levels. Right click on any
host or adapter icon, and you can filter

the display or check the properties for that
adapter. The network can be mapped onto
actual floor plans, to accurately reflect the
location of each wireless node.

Unlike other wireless solutions, TAC pro-
vides the ability not only to monitor, but to
take action and adjust settings remotely.



Using the Wireless Maintenance Tool,
you can:

e Check and adjust link quality of each
node

¢ |dentify the number of ‘neighbors’ for
each node

e View signal strength, PAN IDs and
channel numbers

¢ View power settings
* Ping test

e Trace test

High reliability of a mesh network

TAC wireless controllers use distrib-
uted intelligence to communicate
with all other devices within range.
Not only can all nodes send and
receive messages, but they also func-
tion as routers and can relay messag-
es for their neighbors. Through this
relaying process, a packet of wireless
data finds its way to its ultimate des-
tination, passing through whatever
intermediate nodes are available.
This makes the entire network highly
reliable, with no weak links.

To operate effectively, the wireless
controllers must be within signal
range of two or more other control-
lers (in order to form a mesh). TAC
provides low-cost repeaters that can
be placed where needed to ensure all
devices are in communication with
the network.

In addition, the building must have

an Ethernet level controller that the
wireless network connects to.

FATEEE / —

TAKE BETTER CONTROL OF YOUR
BUILDINGS AND ELIMINATE WIRING
COSTS

The Andover Continuum Wireless Solution
is practical, reliable and comprehensive.
And because it's based on the leading stan-
dards, it provides a smooth transition to
wireless for TAC customers as well as users
of other standards-based solutions.

Ask your TAC representative to assess the
savings and improved building perfor-
mance your facilities could achieve with a
TAC wireless network solution.




WHERE CAN YOU USE TAC'S WIRELESS SOLUTION

With TAC's combination of wireless capabilities, open standards, and a broad range

of controllers, building owners can gain a new level of control over their facilities and
their budgets. Areas that previously could not be wired - due to physical challenges or
budgetary reasons - can now be monitored and controlled cost-effectively with wireless
technology.
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Here are just some of the applications where TAC wireless networks offer immediate
advantages and opportunities:
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Retrofits and upgrades. Buildings that are already wired can use TAC's wireless solu-
tion for phased upgrades, expansions or layering new capabilities onto the existing r

wired network. For example, you can use wireless to enhance environmental controls F-v?—-‘as
and achieve dramatic gains in energy efficiency. A
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Commercial offices. Office environments and layouts change often in response to
changing business needs of tenants or companies. Wireless solutions offer significant
savings, flexibility and less disruption of tenants or occupants.

Retail. Previously hard-to-wire, large retail spaces can take advantage of TAC's wire-
less solution to improve energy consumption and reduce energy costs.

New construction. New buildings can take advantage of TAC's wireless solution to
reduce initial costs and offer tenants greater flexibility and ongoing savings.

Hotels/hospitality industry. Changes and retrofits can be made with a minimum of
occupant disruption, thus preventing dissatisfied customers or loss of income.

Museums and historical buildings. Glass, marble, high ceilings or sealed wall con-
struction are often found in museums and old buildings. Wireless technology offers a
unique solution to those obstacles.

Fast track projects. Deadlines that would be impossible to meet with wiring solutions
are quite possible, and even easy, using wireless networks.

High-cost installation areas. In some applications, the savings from wireless can be
large, such as when labor costs are very high, when electrical codes require conduits,
or when trenches between buildings are required.

Small remote structures. Areas that previously were not worth the cost and trouble
can now be monitored and controlled, such as parking gates, pumping stations, ware-
houses and storage facilities.

Dangerous installations. Many walls in older buildings cannot be penetrated with-
out exposing workers to asbestos or creating other health or safety issues. Wireless
networks avoid these problems.



Andover Continuum
Security Solutions

Redefining Security for the Modern Facility
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AWARD-WINNING SOLUTIONS
TAC received the Frost & Sullivan
2006 Excellence in Technology
Award in the field of integrated
building systems, in part for the
Andover Continuum security
solutions.

FROST & SULLIVAN

Excellence in Technology Award

Trust your facilities to a leader
In security systems

The world is changing rapidly. Companies and government agencies are recogniz-
ing the vital need for secure people, property and data. New security standards are
emerging worldwide, often driven by government regulations. And of course the
technology that supports security is evolving at an ever-increasing pace.

In this age of heightened security and change, you need a partner who can help you
stay ahead of the curve. That partner is TAC and the Andover Continuum security
solutions. We offer the technical knowledge and skills to work with IT and leverage
your existing technology investments, and we understand how to create cost-effec-
tive solutions that make good business sense. When you need a complete security
solution, TAC puts it all together.

Security involves more than making the best choice in products and features. It re-
quires the ability to coordinate and integrate your various security systems so you can
effectively protect people, property and data.

Andover Continuum is one of the few security system solutions designed, manufac-
tured and supported in-house, from a single company. With our integrated secu-

rity systems you can respond rapidly to emergencies and plan more effectively for
tomorrow's security challenges. Integration from a single source also reduces the cost
of operation due to efficiency gains in installation, training and maintenance. And it
increases your flexibility by making it easier to add security components while keeping
capital expenditures low.

One integrated security system from a world leader. That's how TAC puts it all together.

Proven wherever security matters

From the corporate headquarters at Merck & Company, to the Denver Art Museum,
to the international airport in the Cayman Islands—wherever security matters, leading
organizations trust Andover Continuum security solutions.




Photo by Kevin Hester. Courtesy of the Denver Art Museum

“The kind of confidence we have in the Andover Continuum system only comes over time. And over time,

we have developed a very high degree of confidence.”

— Director of Security, Denver Art Museum

Leverage all of your systems

Andover Continuum is based on open
standards, so security systems can be
easily and seamlessly integrated with
other business systems to create greater
synergy, improving both business value
and security.

For example:

e A highly secure government facility
links their Human Resource database
to their cardholder access system with
Andover Continuum. This tight inte-
gration ensures that everyone's access
rights are fully up-to-date at all times,
and that each person who enters the
facility has the proper clearance, thus

helping the facility meet government
mandates for security. The cardholder
access system is also linked to the
stockroom, improving control and re-
porting of parts removal and inventory.

e A transit authority uses security
cameras integrated with video analyt-
ics software, plus other intelligence
capabilities, to count the number of
people waiting at its subway stations
at different times of the day. This
data helps officials optimize their train
schedules and alleviate crowds, thus
reducing security risks while improv-
ing profitability and user comfort.

e A nation-wide retail chain used a

combination of video monitors and
employee information from the Busi-
ness Management System to uncover
an employee theft operation that in-
volved the stealing of returned goods.
The integrated systems helped the firm
recognize the unusual losses occurring
from returned stock, and then pinpoint
and document the actual crimes.

TAC systems are at work in thousands of
facilities around the world. Whether your
organization is in healthcare, life sciences,
government, education or business, An-
dover Continuum is a proven solution to
your security challenge.



Security beyond the ordinary

TAC takes you further than traditional
security systems. Our integrated ap-
proach—combining everything from
video monitoring to access control to in-
trusion detection—delivers more complete
security understanding. For example, you
can create reports for any event, with
details down to the exact access point, so
you can troubleshoot security breaches
more effectively, or recognize and correct
faulty equipment more rapidly. You can
also connect security systems with per-
sonnel information, so you know exactly
who accessed what areas and when.

POWERFUL SYSTEM-WIDE CONTROL
FROM WORKSTATIONS OR THE WEB
Andover Continuum gives you a single
view of all your security systems, through
user-friendly workstations or over secure
web links. With a single picture of secu-
rity, and one view of all systems, you can
monitor, control and secure your facilities
like never before.

Our information tools include:

e Unmatched graphics for a comprehen-

sive, powerful view of facility security

Seamless integration with digital video

Advanced alarm management

Intelligent yet user-friendly reporting

Flexible access scheduling

Customized forms and templates for

editing and managing personnel access

rights

¢ Effective identification through photo
badging or biometrics

ACCESS CONTROL - PROTECT EVERY
ACCESS POINT IN YOUR BUILDING
The Andover Continuum access
n control solution blends long
experience in access control

with the latest technology to bring you a
feature-rich solution.

Our access control systems are designed
from the ground up to meet the most
stringent security requirements and
government regulations. They are easy
to network with Ethernet support, and
they provide encryption and authentica-
tion to enable tamper-proof communica-
tions between controllers and Andover
Continuum workstations.

Easily control access points such as:
e Doors

Gates

Parking garages

Elevators

Production areas

INTRUSION DETECTION -
DETECT EARLY, RESPOND RAPIDLY
Andover Continuum connects easily with
most intrusion sensor devices,
B allowing you to integrate these
systems with your overall
security network. You can send intrusion
alarms, create reports, and graphically
view security incidents on your worksta-
tion. Intrusion events can also trigger
automatic responses; for example, a
glass-break alarm or motion detector
can cause a video feed to pop up on the
workstation.

Use Andover Continuum for a complete
security overview:

Motion detection

Cabinet tamper

Glass break

Duress

Arm/disarm zones

Digital dialer integration

DIGITAL VIDEO MANAGEMENT -
THE LATEST TECHNOLOGY,
SEAMLESSLY INTEGRATED
TAC offers a full suite of
solutions for video manage-
ment and analysis. You can view live or
recorded video on-demand for any alarm
or event. To quickly pinpoint potential se-
curity breaches and significant events, our
video content analysis software provides
real-time alarm and forensic tools for
tracking events, thus eliminating the need
for constant monitoring.

As a part of an integrated security net-

work, our video management systems

offer powerful benefits such as:

e Link multiple cameras per alarm or
point for automatic display

¢ View live or recorded video
on-demand for any alarm or event

e Easy storage, search and control of
digital recordings on hard disk

e |Integrated pan-tilt-zoom controls to
view every area effectively

e |P support for easy connectivity

__ Rapidly “Lockdown” areas when
potential threats are detected

View live or recorded video
on-demand for any alarm or event



“The new digital video recording technology makes our jobs a lot easier.
The peace-of-mind that digital recording provides us allows us to focus
on our primary goal, which is educating our students.”
— Coordinator of Student Services,
Harrison School District Two,
Colorado Springs, Colorado

Seamlessly integrate
with Identity and Card
Management Systems

Motion detectors can cause
a video feed to pop up on
the workstation

Automatically adjust access rights when
condition or “threat” levels change

Advanced security
features are built into
Andover Continuum

Area Lockdown lets you quickly seal
off areas in an emergency. You can
disable card readers and exit requests
with a simple click of a graphic or an
automatic program response. First
responders can still gain access with
“executive privilege".

Andover Continuum lets you easily
change access rights in response to
changes in security conditions (threat
levels). The Condition Level may

be set manually at a workstation or
automatically through a program. As-
sign up to 255 customizable condition
levels for local security needs.

Andover Continuum is designed to
work with the latest Credential Man-
agement Systems (CMS) that conform
to FIPS (Federal Information Process-
ing Standards) developed under U.S.
Homeland Security and other height-
ened security standards. Our systems
can pull the information from your
CMS or other identity management
database for use in the card access
system, so you only enter the data
once. The result is simplified business
operation and improved security.




Working with IT and with all your building
systems to deliver a total solution

TAC has deep experience in working with
internal IT teams to create seamlessly
integrated solutions that leverage existing
technology resources. We understand how
security technology affects the IP network,
and how to integrate it smoothly for opti-
mum performance and minimal disruption.

Andover Continuum systems are IT
friendly and standards-based, with SNMP,
advanced encryption, and other essential
features for the corporate network.

SECURE, ENCRYPTED

SEEING THE BIG PICTURE. DELIVERING
THE SOLUTION

Forward-looking businesses are inte-
grating their security systems with their
Building Automation Systems (BAS) and
ultimately their IT and Business Man-
agement Systems to fully leverage their
investments and add value to their bot-
tom line.

TAC is helping companies achieve that
goal through a complete approach to
integration of building controls system.
Companies that choose Andover Contin-

“TAC's high technology approach
provides us with the best of what's
out there. And the company contin-
ues to respond to our needs."”

— Senior Systems Associate,

Merck & Company

uum for environmental control, fire safety,
lighting, and other building systems realize
significant savings through improvements
in building control, worker comfort and
productivity, energy efficiency, and de-
creased maintenance costs.

COMMUNICATIONS

Andover Continuum provides several
features to enhance communications
security, including:

¢ Internet Security Protocol (IPsec) and
Internet Key Exchange Protocol (IKE)
to ensure confidential and tamper-
proof communications between
Andover Continuum controllers and
workstations.

e Secure Socket Layer (SSL) to provide
secure communications via the Web,
using a private key to encrypt data.

Our combination of technology expertise
and security know-how are the perfect
complement to your organization's IT staff.
Together, we can help you build a total,
secure environment for your facilities.

KEEP YOUR PERSONNEL DATA UP TO
DATE AND SYNCHRONIZED WITH LDAP
Lightweight Directory Access Protocol
(LDAP) is an Internet protocol used by
email and other programs to look up
information from a server. With our LDAP
support, you can import personnel data
into your security system from external
systems such as Human Resources (HR)
and Information Technology (IT) data-
bases, saving time and assuring that data
is consistent and accurate.
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A fully integrated building—from security to fire to HVAC and lighting—is not only more comfortable, productive and cost-
effective, but also more secure. For example, a fire alarm can trigger a whole series of events, either automatic or from your
Andover Continuum control station. You can seal off areas, activate smoke evacuation, direct video monitors to record key events,
and use access control to know who is still in the building. Later, you can use all of the information gathered by the system to

improve operations, safety and security.

REAPING RETURNS ON SECURITY
INVESTMENTS

The Principal Financial Group,
headquartered in Des Moines, lowa,

is managing security for more than 20
buildings and some 2,000,000 square feet
of floor space with an integrated Andover
Continuum solution. The solution includes
access control systems and more than 100
integrated CCTV cameras.

But integration goes beyond security
alone. For example, operators can click
on an aerial-view photograph and drill
down to floor plans with entry points
and access histories updated in real time.
Human resources can automatically

download data to the Continuum
database, so employees in field offices do
not have to travel to corporate headquar-
ters for badging—it is done on-site using
the latest digital camera technology.

By integrating security with other building
systems, the Principal Financial Group is
achieving improved ROI and security.

“We are very pleased with the
TAC products and service. Owen
Roberts International is poised to
meet the challenges of our industry
in the 21st century, and we
welcome our business partners as
we move ahead with our recovery
and expansion plans.”

- CEO,

Cayman Islands Airports Authority



Andover Continuum

Continuum Software

The Andover Continuum CyberStation workstation software is a Microsoft Windows-based,

::..M e e colour graphic user interface. Continuum’s software provides powerful features and timesaving

O - : g tools to control and monitor your Andover Continuum intelligent building system over a high-

-y, speed Ethernet LAN/WAN or single-user network.
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o Single-User

o, B The Single User (SU) version consists of a PC running Windows Workstation. The CyberStation
software CD will install a MSDE database and the Andover Continuum software. The Andover
Continuum front-end is the focal point for running your building. From a single Andover

tace’ Continuum workstation, you can centrally manage as one seamless system the vast amounts of

information your building generates each day. Andover Continuum presents information to the
operator using a graphical menu system and dynamic colour graphic screens to paint a picture of
conditions throughout your facility. View and acknowledge alarms; track personnel; open and
close controlled doors; adjust setpoints; turn lighting and equipment on and off; run reports;
modify schedules; and access pop-up windows of live trend data and event logs.

Additional Workstations for Single-User

Small systems, up to 3 workstations maximum, can now operate without the need for a file server
(CyberStation version 1.5 and greater), by utilising the Single-user MSDE database. The minimum
system configuration would be 1x SU (Programmer’s edition) + 1 or 2 x LAN. The SU system will
replace the file server and its MSDE database will be shared between the maximum 3 workstations.

The maximum allowable database size for SU systems is 2GB, if the database size become
greater an upgrade to a multi-user system with a file server is required.

Multi-User

Within a multi-user system, the Andover Continuum front-end stores all your facility data,
alarms, energy usage, building performance, maintenance records, personnel records, and time-
and-attendance logs - in a single Microsoft ODBC-compliant SQL database. SQL is an industry-
standard for databases, which means Continuum, can also share information with your
company’s existing information systems and networks.

All of this information is protected from unauthorised access through a sophisticated, yet simple,
user-configurable “key” system. Individual keys unlock different portions of the software - for
example, classes of objects, actions performed by an operator, and access to individual objects.
The system administrator assigns each operator a “virtual key chain”, or access privileges, to
these various portions of the software.

The Andover Continuum workstation consists of a series of applications that interact seamlessly
and appear transparent to the user. OLE (object linking and embedding) automation provides
in-place access to applications such as Microsoft Word™ or Excel™, Netscape Navigator™, and
Visio™. In addition Continuum’s numerous application editors and configuration wizards make
setting up your system easy.

CyberStation®/BACnet Operator Workstation

The Andover Continuum CyberStation Operator Workstation software includes native BACnet

o functionality. Take control of your entire facility through a single workstation platform. Along

:,;, | with BACnet, CyberStation also supports full, simultaneous compatibility to all Continuum

e controllers, including HVAC controllers, security / card access controllers, lighting controllers, as
well as third-party systems. CyberStation also integrates seamlessly with digital video recorders
from Integral Technologies, allowing live video feeds from any camera to be placed within a
BAChnet graphical environment.

EdCS CyberStation runs on the Microsoft Windows XP platform, and employs either a Microsoft

MSDE or SQL database. Configurations range from a single PC to multiple workstations with a
central file server.

* Native BACnet Operator Workstation

* Consolidate Multiple Systems and Vendors Under One Interoperable System

» Manage HVAC, Security, Card Access, Lighting, and Power Systems from a Single Workstation
» Web-Based Interface for Easy Access Anywhere

e Crisp Dynamic Graphic Displays for Quick Troubleshooting

 Fully Compatible with all Andover Continuum Controllers

* Add Digital Video Surveillance to Any Graphic Display

* BACnet Autodiscovery Reduces Setup Time

Software-1



Andover Continuum

Single User & LAN Workstation Continuum CyberStation

Continuum Single User Software (Includes MSDE database)

1000 I/O Points SU-HV-P-USB
HVAC Programmer’s Edition

1000 I/O Points (5,000 Personnel Records for Security) SU-SEC-P-USB
Security Programmer’s Edition

1000 I/O Points (5,000 Personnel Records for Security) SU-INT-P-USB
Integrated Programmer’s Edition

Unlimited I/O Points (4 Million Points) SU-HV-U-P-USB
HVAC Programmer’s Edition

Unlimited I/0O Points (4 Million Personnel Records for Security) SU-SEC-U-P-USB
Security Programmer’s Edition

Unlimited I/0O Points (4 Million Personnel Records for Security) SU-INT-U-P-USB
Integrated Programmer’s Edition

Continuum LAN Software

1000 I/O Points LAN-HV-P-USB
HVAC Programmer’s Edition

1000 I/0O Points (10,000 Personnel Records for Security) LAN-SEC-P-USB
Security Programmers Edition

1000 I/O Points (10,000 Personnel Records for Security) LAN-INT-P-USB
Integrated Programmer’s Edition

Unlimited I/O Points (4 Million Points) LAN-HV-U-P-USB
HVAC Programmer’s Edition

Unlimited 1/O Points (4 Million Personnel Records for Security) LAN-SEC-U-P-USB
Security Programmer’s Edition

Unlimited I/O Points (4 Million Personnel Records for Security) LAN-INT-U-P-USB
Integrated Programmer’s Edition

Andover Continuum CyberStation Options

-B Add photo ID Badging features to any SU-INT or SU-SEC package
-C* Add —C for Critical Security (valid only for —-SEC or —-INT)
-D* Add —Data Exchange, e.g. LDAP (valid only for —-SEC or —INT)

*available on versions 1.8 or greater only

For single user versions only the relevant part number for web client options (1 or 2 users)
should be added to the CyberStation part number, e.g.:

SU-HV-P-WC1PRO-USB
SU-INT-U-P-WC2PM-USB

Software-2



Andover Continuum

web.Client Continuum CyberStation

web.Client

TAC’s web.Client software allows authorised users to access their Continuum building
management system from any PC on the network or over the Internet via a web browser. It
provides major benefits for integrated facility management systems. The authorised user can
modify room temperatures, manage card access, view camera video, acknowledge alarms or adjust
an occupancy schedule without the need for dedicated workstations throughout the premises.

To guarantee the integrity of the system, web.Client is password protected. The software is
designed so each user can log on quickly, view only the information they are authorised to see
and amend only the parameters they are allowed to change.

* Instant accessibility to the system

* Delegate control and security decisions locally

* An intuitive interface, partitioned for tight security

* Pre-configured, an easy add to existing Continuum systems

Features web.Client Pro web.Client PM
Graphics v
Schedules v/ v/
Groups v/
Live Alarm View v/
Live Event View v/
Explorer/Point Editor v/
Personnel Editor 4 v
Access Reports 4 v
Digital Video - View Live & Recorded 4
Minimum System Requirements/Configuration

Maximum Number of web.Client Users Per

Server

‘When IIS Is Installed

When IIS Is Installed on Windows 2000 Maximum

on Windows 2000 ‘Workstation or XP Number Maximum

Server or Windows Professional of Cyber- | Number of
System Server 2003 ‘Workstation Stations IIS Servers
LAN 25 2 Unlimited | Unlimited
Standalone' 2 2 1 1
web.Client Pro Software
Up to 1 Concurrent User WEBC-1-PRO-USB
Up to 2 Concurrent Users WEBC-2-PRO-USB
Up to 5 Concurrent Users WEBC-5-PRO-USB
Up to 10 Concurrent Users WEBC-10-PRO-USB
Up to 15 Concurrent Users WEBC-15-PRO-USB
Up to 20 Concurrent Users WEBC-20-PRO-USB
Up to 25 Concurrent Users WEBC-25-PRO-USB
web.Client Personnel Manager Software
Up to 1 Concurrent User WEBC-1-PM-USB
Up to 2 Concurrent Users WEBC-2-PM-USB
Up to 5 Concurrent Users WEBC-5-PM-USB
Up to 10 Concurrent Users WEBC-10-PM-USB
Up to 15 Concurrent Users WEBC-15-PM-USB
Up to 20 Concurrent Users WEBC-20-PM-USB
Up to 25 Concurrent Users WEBC-25-PM-USB

Software-3



Andover Continuum

CFR Compliance Pack Continuum CyberStation

e CyberStation Enhancement Helps Life
Sciences Facilities Achieve Regulatory
Compliance

* Provides Facility-wide Accountability
and Traceability of Environmental and
Security Conditions

* Answers the Who?, What?, When?,
Where?, and Why? Questions of a
Regulated Facility

* Two Versions Available to Meet Basic and
Advanced Archiving and Reporting
Requirements

e Archivers Available:
Extended Logs
Alarm Events
User Activity Events
Access Events
* Archive Reporters Available:
Extended Logs
Alarm Events
User Activity Events
Access Events
* Automatic and On-demand Secured
PDF Format Report Generation

Software-4

CFR Compliance Pack

The Continuum™ CFR Compliance Pack™ software product range enhances the Andover
Continuum system to provide FDA-regulated businesses with the information they need to
achieve regulatory compliance for their facilities. Using 21 CFR Part 11 electronic record and
signature standards, CFR Compliance Pack maintains a complete archive of all events and
parameters related to the environmental and security conditions of a facility.

A Continuum CyberStation™ workstation with a CFR Compliance Pack option provides
multiple benefits to FDA-regulated businesses:

» Comprehensive password management features

* Enforced operator prompts for all system changes and alarm acknowledgments
* User account management enhancements

* Alarm generation for invalid and disabled user logon attempts

* Secure data point and event logging and archiving

 Powerful report generation capabilities

* Detailed audit trails

Basic and Advanced Features Available

The Continuum CFR Compliance Pack is available in two versions, Basic and Advanced. Both
versions include the rigorous password management and operator prompting features described
above; the difference is in the archiving and archive reporting levels.

CFR Compliance Pack, Basic and Advanced versions, are ordered by appending the following
suffixes to any Programmer’s Edition of CyberStation LAN software:

For a System using CFR Compliance Pack Basic:

-CFRB  CFR Compliance Pack Basic, includes the Extended Log Archiver and Archive
Reporter, for the first Workstation ONLY

-CFRBV CFR Compliance Pack Basic Viewer, for additional Workstations, includes the
Extended Log Archive Reporter

For a System using CFR Compliance Pack Advanced:

-CFRA  CFR Compliance Pack Advanced, includes the Extended Log, Alarm, User
Activity and Access event Archivers and Archive Reporters, for the first
Workstation ONLY

-CFRAV CFR Compliance Pack Advanced Viewer, for additional Workstations, includes
the Extended Log, Alarm, User Activity, and Access event Archive Reporters

Note:
CFR Compliance Pack, Basic and Advanced, requires CyberStation Version 1.6 or greater.



Andover Controls

Continuum Compatibility Matrix

Andover Continuum Software and Firmware Compatibility Matrix
Versions 1.7 through 1.81
Note: ALL Andover Continuum workstations and web.Client Application Servers must be at the exact same software rev.
CyberStation/web.Client Software Version

Last Updated: June 15, 2007 17 [ 171 ] 1.73 1.74 | 1.8 1.81
DB Server OS Win2000 Server (up to SP4), Win2000 Svr (SP4), Win2000 Svr (SP4),
Win Server 2003 (up to SP1) Win Svr 2003 (SP1), Win Svr 2003 R2 Win Svr 2003 (SP2),Win Svr 2003 R2 (SP2)
SQL Version MS SQL 2000’ (up to SP4) MS SQL 2000 (up to SP4), MS SQL 2005 (SP2)
Standard & Enterprise Editions Standard & Enterprise Editions
Win2000 Pro (up to SP4), | Win2000 Pro (SP4), Win Svr 2000 (SP4), [ Win2000 Pro (SP4)’, Win2000 Svr (SP4),
= . ; ' Win XP Pro (SP2), Win Svr 2003 (SP1), Win XP Pro (SP2), Win Svr 2003 (SP2),
Win XP Pro to SP2
23 | CyberStation PC OS ' e 2) Win Svr 2003 R2 Win Svr 2003 R2 (SP2)
Z3 NET Framework v1.1 .NET Framework v2.0 .NET v2.0 & .NET v3.0 (Video Only)
- = "
E Win2000 Pro (up to SP4), Win2000 Pro (SP4), Win XP Pro (SP2) Win2000 Pro (SP4)’, Win XP Pro (SP2)
S Win XP Pro (up to SP2) (both up to 2 connections) (both up to 2 connections)
(both up to 2 connections) . ) )
web.Client Server OS Win2000 Server (up to SP4y, | "Vin2000 Svr (SP4), WinSvr 2003 (SP1). | Win2000 Svr (SP4)”, WinSvr 2003 (SP2),
Win Server 2003 (up to SP1) ) th S Win Svr 2003 R2 (SP2)
(both up to 25 connections) (both up to 25 connections) (both up to 25 connections)
'NET Framework v1.12 .NET Framework v2.0 .NET v2.0 & .NET v3.0 (Video Only)
SQL Version MSDE 2000 (up to SP4)
" i i Win2000 Pro (SP4)’, Win2000 Svr (SP4)’,
Win2000 Pro (IJ to SP4 , Win2000 Pro (SP4), Win Svr 2000 (SP4), - )
CyberStation SU Win XP Pro (uppto SP2)> Win XP Pro (SP2), Win Svr 2003 (SP1), Win XP Pro (SP2), Win Svr 2003 (SP2),
5 S (Cyber / DB Server OS) Win Svr 2003 R2 Win Svr 2003 R2 (SP2)
= 2
3% B e U .NET Framework v2.0 .NET v2.0 & .NET v3.0 (Video Only)
Y :
B \’\\I/\'/?rf?(?pop'igo(ﬁuptg’si';‘)‘)v Win2000 Pro (SP4), Win2000 Svr (SP4), | Win2000 Pro (SP4)”, Win2000 Svr (SP4)’,
@ S| web.Client SU T T (upp to 5P4) Win XP Pro (SP2), Win Svr 2003 (SP1), Win XP Pro (SP2), Win Svr 2003 (SP2),
(CyberStation, web.Client Server, Win Svr 2003 ' Win Svr 2003 R2 Win Svr 2003 R2 (SP2)
& DB Server O5) (all up to 2 connections) (G CIENE) (all upito 2 connections)
'NET Framework v1.12 .NET Framework v2.0 .NET v2.0 & .NET 3.0 (Video Only)
Win NT 4.0, Win2000 Pro, Win2000 Pro (SP4), Win2000 Svr (SP4), | Win2000 Pro (SP4)’, Win2000 Svr (SP4)’,
. Win2000 Svr, Win XP Pro, Win XP Pro (SP2), Win Svr 2003 (SP1), Win XP Pro (SP2), Win Svr 2003 (SP2),
web.Client: Browser PC OS Win Svr 2003 Win Svr 2003 R2 Win Svr 2003 R2 (SP2)
.NET Framework v1.1° .NET Framework v2.0 .NET v2.0 & .NET v3.0 (Video Only)
web.Client: Browser’ MS IE 6.0 SP1 | MS IE 6.0 SP1, MS IE 7.0
Compatible Firmware Versions
NetController Il 2.0
ACX Series (5720/5740) 1.0
CX Controllers 1.5x
CX 9702 1.x
bCX1-CR-INF (Infinet) 1.0, 1.7 [ 1.0,1.1,1.2°
i2 Controllers (Infinet) 3.x (3.3 to use xPUI4 Expansion module)
Exceptions:
i2608, 12624, 12804, 2814, 3x
i2885, i2887 ’
i2865-V, i2866-V, i2885-V 35
i2 Controllers-WL
(Wireless Only Infinet) i 35
Infinet Controllers 1.4 or greater
Exceptions:
ACX 700 1.5x
ACX 780 1.5x
DCX 250 2.16
LSX 280 Not supported.
bCX1-R, bCX1-CR (BACnet) 4.3 [ 4.3,4.4,45
b4920 4.2
b3 Controllers (BACnet) 4.3 | 43,4.4,45
Exceptions:
b3865-V, b3866-V, b3885-V 45° 4.5
b3 Controllers-WL
(Wireless Only BACnet) e 45
1 MS SQL 2000 Standard and Enterprise (English) Editions supported. SQL Server 2000 5  v4.5 required on bCX1-R/bCX1-CR to set comm. port for Wireless.
Personal Edition is not supported. Please use MSDE 2000 for standalone installations. 6 BACnet schedules are not compatible for versions below v1.73; only Infinity
2 .NET Framework 2.0 is not supported. schedules are supported.
3 Requires CyberStation/web.Client 1.73 to use firmware's new features. 7 v1.81 Video Features are not supported on Win2000 Pro or Win2000 Svr.

4 v1.2 required on bCX1-CR-INF to set comm. port for Wireless.

Note: Only the bCX1 supports xPBA4 and xPBD4 Expansion Modules. For xPUI4 support, i2 controllers must be at version 3.3 firmware and b3 controllers must be at
least at version 4.3 firmware.

The information on this chart is furnished for informational purposes only, is subject to change without notice, and should not be construed as a commitment by TAC.
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Continuum Compatibility Matrix

Andover Controls

Andover Continuum Software and Firmware Compatibility Matrix
Versions 1.4 through 1.62

Note: ALL Andover Continuum workstations and web.Client Application Servers must be at the exact same software rev.
CyberStation/web.Client Software Version

Last Updated: June 15, 2007

1.4

[ 1

5 | 151 | 152 | 153

1.6 | 1.62

Win NT 4.0 Server SP6a,

Standard & Enterprise Editions

DB Server OS Win NT 4.0 Server SP6a, Win2000 Server Win2000 Server (up to SP4)
MS SQL 7.0 (Up to SP4), 1
sQL Version MS SQL 7.0 MS SQL 2000' MS SQL 7.0 b4, M5 SQL 2000

Standard & Enterprise Editions

CyberStation PC OS

Win NT 4.0 SPé6a,
Win2000 Pro SP1

Win NT 4.0 Workstation SP6a,
Win2000 Pro SP2

Win2000 Pro (up to SP4),
Win XP Pro (up to SP2)

LAN
Configuration

Win NT 4.0 SP6a (up to 25 connections),

Win2000 Pro (up to SP4),
Win XP Pro (up to SP2)

web.Client Server OS (both up to 2 connections)

Win2000 Server (up to SP4)

Win2000 Pro SP1 (up to 2 Users),
Win2000 Server (up to 25 connections)

(up to 25 connections)

MSDE 1.0 (Up to SP4), MSDE 2000

MSDE 1.0 SP4, MSDE 2000

(CyberStation, web.Client Server,
& DB Server OS)

(both up to 2

Win2000 Pro SP3
(both up to 2 connections)

SQL Version MSDE 1.0 (Note: MSDE 2000 must be (Note: MSDE 2000 must be
installed manually) installed manually)

5 _5 CyberStation SU Win NT 4.0 SPé6a, Win NT 4.0 Workstation SPéa, Win2000 Pro (up to SP4),
= s (Cyber / DB Server OS) Win2000 Pro SP1 Win2000 Pro SP2 Win XP Pro (up to SP2)
o &
B0 = A
£ c . Win NT 4.0 SPéa, ) . Win2000 Pro (up to SP4),
@8 web.Client SU Win2000 Pro SP1 Win NT 4.0 Workstation SPéa, Win XP Pro (up to SP2),

Win2000 Server (up to SP4)

connections) (all up to 2 connections)

Win NT 4.0, Win98 SE, Win2000,
Win XP Pro, Win Server 2003

.NET Framework v1.1?

Win NT 4.0, Win98 SE, Win2000,

web.Client: Browser PC OS Win XP Pro, Win Server 2003

web.Client: Browser’ MS IE 5.0 | MSIE5.01 MS IE 6.0 | MSIE6.05P1
Compatible Firmware Versions
NetController Il N/A
ACX Series (5720/5740) N/A
CX Controllers 1.4 | 1.5x
CX 9702 N/A | 1.x
bCX1-CR-INF (Infinet) N/A
i2 Controllers (Infinet) 3.x (No save to flash.)
Exceptions:
i2608, 2624, 12804, i2814, 12885 N/A I 3.x
i2887 N/A | 3.x
i2865-V, i2866-V 3.5
i2885-V | 35
i2 Controllers-WL
(Wireless Only Infinet) N/A
Infinet Controllers 1.4 or greater
Exceptions:
ACX 700 1.4x 1.5x
ACX 780 1.4x 1.5x
DCX 250 2.16
LSX 280 Not supported.
bCX1-R, bCX1-CR (BACnet) N/A
b4920 N/A 4.0, 41 4.1
b3 Controllers (BACnet) N/A 4.0, 4.1 4.1
Exceptions:
b3865-V, b3866-V, b3885-V | 45°
b3 Controllers-WL N/A

(Wireless Only BACnet)

1 MS SQL 2000 Standard and Enterprise (English) Editions supported. SQL Server 2000
Personal Edition is not supported. Please use MSDE 2000 for standalone installations.

2 .NET Framework 2.0 is not supported.

3 Requires CyberStation/web.Client 1.73 to use firmware's new features. 7

4 v1.2 required on bCX1-CR-INF to set comm. port for Wireless.

v4.5 required on bCX1-R/bCX1-CR to set comm. port for Wireless.

BACnet schedules are not compatible for versions below v1.73; only Infinity
schedules are supported.

v1.81 Video Features are not supported on Win2000 Pro or Win2000 Svr.

[OWY)]

Note: Only the bCX1 supports xPBA4 and xPBD4 Expansion Modules. For xPUI4 support, i2 controllers must be at version 3.3 firmware and b3 controllers must be at
least at version 4.3 firmware.

The information on this chart is furnished for informational purposes only, is subject to change without notice, and should not be construed as a commitment by TAC.
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